
Surviving an Identity Audit

Whitepaper

What small and midsize organizations need to know about 
the identity portion of an IT compliance audit



Page 1

Contents
Executive Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Business Drivers for Identity Audits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Regulatory Compliance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Risk Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Identity Audit Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Identity Audit Project Lifecycle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Identify Identity Policies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Multi-Regulatory Approach  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Frameworks for a Culture of Compliance . . . . . . . . . . . . . . . . . . . . 7

Implement Identity Controls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

Perform Identity Audit  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

Identity Controls Audit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Identity Behavior Audit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Identity Power Audit  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Achieving Audit and Compliance Goals . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Creating a Culture of Compliance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

About NetVision  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

Surviving an Identity Audit



Page 2

Executive Overview
Organizations of all sizes share many of the same challenges in terms of IT risk and compliance. While 
industry and government regulations might not apply to all organizations, all can benefi t from the 
reduced organizational risk that results from developing a culture of compliance. Key to creating such 
cultures of compliance is the leveraging of industry best-practice frameworks for information secu-
rity. With identity management playing a prominent role within these security frameworks, successful 
implementation depends on an organization’s ability to audit its identity controls, identity behavior, 
and identity risk.

Introduction
When it comes to the governance of information 
technology and security solutions the size of an 
organization doesn’t matter. Small to mid-size 
organizations face many of the same challenges 
that large enterprises confront every day. Over the 
past several years, government and industry regu-
lations have become increasingly more stringent 
in regards to the management of organizations’ 
user identities. Even in unregulated environments, 
security experts recognize the signifi cant value 
of voluntarily adhering to industry best-practice 
frameworks for information security. This value 
derives from the fact that the implementation of 
these best-practice frameworks, along with other 
methods used to develop a culture of compliance, 
creates an atmosphere that greatly minimizes 
organizational risk. 

While regulatory compliance projects typically 
span across organizations, with information tech-
nology often comprising only a portion of those 
overall projects, the management and control of 
user identities is almost always a central compo-
nent of any compliance project. As a vital part of the IT systems that run an organization’s day-to-day 
operations, identity management needs to be a major focus for any organization seeking to minimize 
organizational risk and to ensure regulatory compliance, especially in terms of preparing for identity 
audits.

Policing the Power of Identity 

Digital identity powers individuals ability to 
move in and out of IT systems, accessing 
information and driving business forward. 

As organizations continuously streamline 
their ability to interact with information, it’s 
more important than ever to put effective 
policing mechanisms in place so that people 
are granted appropriate permissions and that 
sensitive information isn’t abused or exposed. 

NetVision makes policing the power of identity 
a reality with simple and effective tools for 
identity audit.

Read the NetVision whitepaper on policing the 
power of identity and fi nd more information 
on NetVision solutions at www.netvision.com.
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Business Drivers for Identity Audits
Identity audits are typically driven by two forces—regulatory compliance and risk management (se-
curity). Compliance may come as a result of governmental or other external regulations, or due to 
internal policies. Even if there are no compliance requirements, the primary goal of an identity audit is 
simply to provide a more secure environment and mitigate risk, which is ultimately the driver behind 
the regulations as well.

Over the past decade, identity management has emerged as its own industry, with organizations seek-
ing to realize the business benefi ts promised by identity management systems. Unfortunately, not all 
identity control systems successfully address organizations’ ultimate objectives in this regard, falling 
short of meeting the burden of proof required by IT auditors. 

For example, some identity management systems can generate activity reports based on internal 
logs, but lack an effective means to report on identity activity that occurs outside of the management 
system. Some of these systems have the ability to pull logs from different external systems, but don’t 
provide a method to cross-reference and correlate data across logs, let alone easily locate specifi c 
incidents. 

Ultimately, to reduce organizational risk to the level that comes as a result of being compliant requires 
an identity audit solution that can provide state-based reporting and real-time monitoring of an orga-
nization’s identity systems.

Regulatory Compliance
Organization’s across many industries face an alphabet soup 
of regulatory requirements. SOX (Sarbanes-Oxley Act of 2002) 
regulates corporate governance and fi nancial reporting for 
public companies. HIPAA (Health Insurance Portability and 
Accountability Act of 1996) regulates the privacy of consumer 
health care information. GLBA (Graham Leach Bliley Act), 
also known as the Financial Services Modernization Act, was 
primarily enabled in 1999 to allow investment, commercial 
banking and insurance companies to merge, but it includes 
important consumer privacy, safeguarding and anti-pretexting 
rules as well. 21-CFR-Part-11 (Title 21, Part 11 of the Code of 
Federal Regulations) deals with FDA guidelines on electronic 
records and electronic signatures in the United States. These 
represent only a few government and industry regulations 
that organization’s must deal with on a regular basis.

NetVision provides industry-leading 
solutions for identity system audit 
reporting and real-time monitoring. 

NetVision solutions provide 
complete audit capability for 
organizations that leverage 
Microsoft Active Directory or Novell 
eDirectory for identity and access 
management, as well as the ability 
to map specifi c security controls to 
ISO 27002 and related government 
and industry regulations.
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Even in environments where no external regulations apply, many organizations choose to embark 
on compliance projects that put in place internal policies or leverage best-practice frameworks as a 
means to achieve specifi c goals. For example, many organizations seeking to provide an easier path 
toward mergers, acquisitions and outside investments, or that simply want to improve overall business 
risk levels rely on compliance with ISO 27002 (formerly ISO 17799) as a means to accomplish those 
objectives.

Whether the goal is to achieve compliance with governmental and industry regulations or to comply 
with best-practice standards and frameworks, identity audit solutions can reduce the time, effort and 
cost required to achieve compliance. Identity audit solutions eliminate the need to manually attempt 
to collect information from various systems and cross-reference that information with policies and 
regulations.

Risk Management
The Privacy Rights Clearinghouse (PRC) indicates that since 1995 over 167 million identities have been 
compromised. Throughout the fi rst three quarters of 2007 the PRC has recorded data breaches on 
almost a daily basis. Industry reports show that organization insiders perpetrate a signifi cant portion of 
these data breaches. 

Some insider attacks, driven by malicious intent, are carried out by frustrated or revenge-driven em-
ployees. Others are opportunistically carried out by those who are intent on making a sale in the un-
derground market of information trading. Many insider breaches are crimes of convenience or circum-
stance as people encounter sensitive information during the course of their daily routine. Still other 
internal breaches occur as a result of having security policies that confl ict with an organization’s busi-
ness goals or expectations. Often people are asked to adhere to policies that restrict their productivity, 
and instead choose to ignore secure practices in the name of pursuing higher productivity levels.

Whether these breaches are malicious, opportunistic, convenient or circumstantial, inappropriate 
access to documents outlining company fi nancial performance, employee salaries or other sensitive 
information can lead to lawsuits, employee morale issues and even lost opportunities with customers, 
partners or investors.

Identity audit solutions reduce organizational risk by providing reports and monitoring of the identity 
systems which grant or deny system access and the user accounts empowered to act within the envi-
ronment. Having effective audit and monitoring in place also has the additional benefi t of acting as a 
deterrent for system users who might otherwise attempt to subvert policy.
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Identity Audit Overview
Identity audits plays a vital role in minimizing organizational risk and 
ensuring regulatory compliance. Many organizations turn to ISO 27002 
for guidelines on how to achieve information security best practices. 
There are subsections of ISO 27002 that correlate to identity audit. While 
many requirements of ISO 27002 can be satisfi ed with documenta-
tion or clearly defi ned processes and policies, those related to identity 
 account creation and management are best implemented via automated 
solutions. 

For example, it’s not suffi cient to have a policy that states that administrators can only create a new 
account if approved by management. There needs to be an effective means to actually ensure and 
verify that accounts are only created in accordance with stated policies. Likewise, the ability to provide 
system reports directly from the source, along with real-time system monitoring can serve as a reliable 
means to demonstrate to auditors that appropriate steps have been taken to ensure that best practices 
are being implemented and regulatory requirements are being met and exceeded. In many cases, that 
demonstration of focus and attention on identity audit is the difference between passing and failing 
an information security audit.

Identity Audit Project Lifecycle
Identity audit projects consist of the following three primary phases that comprise the identity audit 
lifecycle: 

• Identify identity-related policies

• Implement controls to enforce those policies

• Audit controls to verify that they enforce the policies as intended 

To be successful, this lifecycle continuously repeats as identity policies are defi ned and redefi ned over 
time.

Identify Identity Policies

The organization’s objectives in terms of risk management, compliance and business enablement need 
to be driving factors during the identity policy defi nition phase. A clear understanding of the orga-
nization’s ultimate business goals makes it easier to pick and choose the best practice standards and 
frameworks on which its IT security and identity policies should be based. Many organizations choose 
to leverage the ISO 27002 framework, which maps nicely to COBIT and ultimately to COSO or gov-
ernmental and industry regulations. Other organizations look for practical policies that enable as much 
freedom as possible while securing sensitive materials.

Multi-Regulatory Approach

Trying to comply with multiple regulations, each open to different interpretation and change, can be 
overwhelming for any size organization. This is particularly true when organizations attempt to handle 
each regulation or framework on an individual basis. As individual regulations change or new require-
ments are introduced, the on-going management from this type of approach becomes extremely dif-
fi cult to manage.

Policies Controls

Audits

Surviving an Identity Audit



Page 7

A more practical and easier to manage tactic is to instead leverage a multi-regulatory approach. This 
involves working within commonly accepted standards and frameworks that can ultimately map back 
to specifi c regulations. For example, certain information security controls often satisfy requirements 
within multiple regulations.

The following represent a few commonly used standards and frameworks for minimizing organiza-
tional risk:

• COSO (Committee of Sponsoring Organizations of the Treadway Commission)

Widely accepted (non-IT) control framework for enterprise governance and risk management.

• COBIT (Control Objectives for Information and related Technology)

IT-specifi c framework for IT governance that is designed to fi t into the COSO and similar compli-
ance frameworks.

• ITIL (Information Technology Infrastructure Library)

An approach to managing IT service delivery and service support.

• ISO 27002 (Code of Practice for information security management)

Best practice recommendations for Information Security management.

Frameworks for a Culture of Compliance

These standards and frameworks often complement each other. COSO focuses on enterprise gover-
nance. IT, governed by COBIT, is a subset of the enterprise. Within IT, there are services and there is 
information security each with its own specifi c standards framework.

These frameworks provide core building 
blocks for a culture of compliance. At a 
minimum, they make it easier to comply 
with specifi c regulations and standards. 
When fully leveraged, they can be used 
to complete one-to-one mappings from 
information security standards to relevant 
subsections within regulation guidelines. 
But even more importantly, when these 
frameworks are implemented in conjunc-
tion with employee education and compli-
ance-focused policies and processes, a cul-
ture of compliance can be developed that 
minimizes organizational risk and inherently 
results in compliance with governmental 
and industry regulations. 

Enterprise Governance (COSO)
Control framework for enterprise governance

Information Technology (COBIT)
Control framework for enterprise governance

IT Service Management (ITIL)
Framework for managing IT service delivery 
and service support

Information Security (ISO 27002)
Code of practice for information security
management
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Implement Identity Controls

Identity-related security controls can be implemented in a number of ways. Generally speaking, con-
trols can be a combination of people, processes, physical structures, tools and software. A policy may 
require that a certain group of people meet on a regular basis to review information security prac-
tices. While software mechanisms can be put in place to facilitate the convening of such meetings, an 
automated control cannot be implemented that ensures that such meetings actually take place. How-
ever, controls can be put in place for a signifi cant number of other types of policies that can be easily 
automated with software.

For example, in Microsoft network environments its common to build policies into Active Directory that 
leverage Microsoft Window’s built-in system security. Access to systems outside of the Windows fi le 
system can also be granted or denied based on identity data stored within Active Directory such as se-
curity group memberships or user attributes. Similar directory-based identity management techniques 
can be used in Novell environments as well. Organizations can also leverage third-party or in-house 
solutions that implement identity controls for a wide variety of other functions, from facilitating user 
provisioning to implementing two-factor authentication policies.

When considering the implementation of identity controls, the following factors should be considered

• Preventive vs. Detective vs. Corrective

– Preventative controls prevent policy breaches from occurring

– Detective controls detect events that have occurred

– Corrective controls can take action to remediate a situation in the event of a breach

• Automated vs. Manual

– Automated controls are implemented as software or as some other self-suffi cient solution

– Manual controls require user intervention

It should be noted that controls that are preventative and automated provide the highest level of re-
turn for organizations since they prevent breaches from occurring without human intervention.

Perform Identity Audit

Once policies and controls are in place, organizations need to be able to test and audit those controls. 
The goal of these audits is to ensure that the controls are keeping the organization in compliance with 
its defi ned policies. If policies are driven by regulation, then proving that the policies are being properly 
controlled also confi rms that the organization is in compliance with that regulation. Ultimately, this is 
the goal of an identity audit solution – to ensure that the identity systems that implement the controls 
are effectively enforcing adherence to an organization’s identity-related policies. 

An identity audit verifi es this adherence through the combination of three key audit categories:

• Identity Controls Audit

• Identity Behavior Audit

• Identity Power Audit
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Identity Controls Audit

Identity controls represent the security mechanisms 
that enforce policy. A common example of this is a 
password management tool that forces users to select 
a complex password. If the control is effective, users 
will not be able to select a simple password like “123”. 
Another example is an Access Control List (ACL). An 
ACL determines which users have rights to view, mod-
ify or delete a fi le. If the ACL is implemented correctly, 
it can enforce policy by disallowing any non-authorized 
personnel from taking action on that fi le. 

In order to ensure compliance and minimize organi-
zational risk, identity audit solutions must be able to 
identify, report on and verify the effectiveness of iden-
tity-related security controls.

Identity Behavior Audit

User behavior is probably the most important component of an identity audit. Proper controls and user 
rights assignments are important, but what users actually do within the environment is a more telling 
sign of whether there are security issues that need to be addressed. 

Identity audit solutions must be able to provide real-time monitoring of user behavior based on iden-
tity policies. Examples of behavior monitoring include fi le access, user account creations and directory 
rights changes. Identity audit solutions need to be able to report who is accessing sensitive fi les, who 
created accounts outside of policy and who made changes to rights on a directory object. It should be 
able to identify these actions in real time and send alerts, write logs or even kick-off remediation tasks.

Identity Power Audit

Identity power is what gives people the digital accounts, rights and privileges that enable them to act 
within the environment. Their actions may be in accordance with policy or outside of policy. While 
identity behavior auditing allows you to see what people are actually doing, identity power auditing 
provides reports of users’ assigned rights and privileges. It indicates which users make up different 
security groups and what fi le and folder rights have been granted to users or security groups. Identity 
power audit reports must be able to allow managers to review the rights assigned to their person-
nel and verify that those permissions are appropriate. Ultimately, identity power audits indicate what 
potential risks organizations have in their environments.

The Power of Identity is a function of 
identity controls, identity behavior and 
identity power.

NetVision provides state based reporting 
and real-time monitoring of directory 
infrastructures and fi le systems that 
automate the process of generating audit 
and compliance reports for:

• Identity Controls

• Identity Behavior

• Identity Power
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Achieving Audit and Compliance Goals
To signifi cantly improve the effi ciency of achieving audit and compliance goals identity audit solutions 
not only need to be able to effectively audit identity controls, identity behavior and identity power, but 
they should also be easy to install and simple to manage and use. They should be able to integrate 
within an organization’s existing infrastructure without requiring huge investments for deployment. 

Even though an identity audit solution will typically be managed by IT professionals, the solution needs 
to be able to cater to the needs of the compliance professionals within the organization who will be 
relying on its generated compliance reports. The evidence it collects should be easily consumable by 
compliance management systems. Audit reports should also be able to map back to specifi c regulatory 
or framework requirements, providing evidence that it adheres to those frameworks and regulations. 

Creating a Culture of Compliance
When organizations align IT with proven security practices and create environments where secure 
practices are adhered to on a daily basis, compliance happens by default. A culture of compliance does 
not come about by reacting to individual breaches or by satisfying the needs of one particular audit. 
Rather it occurs when organizations leverage industry-proven, best practice security frameworks to put 
in place the proper policies and processes, followed by the deployment of effective identity audit tools 
to ensure the adherence to those policies and processes. 

NetVision offers the only identity audit solution on the market that addresses the three core compo-
nents of identity audit—identity controls, identity behavior and identity power—in a cross-platform 
and easy-to-deploy framework. It’s simple to manage and easily integrates into organizations’ exist-
ing infrastructures. It facilitates the ability to ensure and verify compliance through audit reports and 
evidence that map to industry regulations and frameworks. Whether driven by security and risk mitiga-
tion or compliance with governmental or industry regulations, NetVision offers identity audit solutions 
that help organizations develop cultures of compliance that reduce organizational risk and ensure 
overall compliance.

NetVision…. Policing the Power of Identity
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About NetVision
Founded in 1995, NetVision is a pioneer in identity management and security. NetVision released the 
fi rst directory synchronization and password management tool 12 years ago. Today we continue to 
provide best practices in identity auditing. With patented real-time technologies NetVision provides 
critical security information which helps maintain secure compliant environments. Over 600 custom-
ers in 20 countries use NetVision products to reduce the costs of managing a heterogeneous identity 
environment.

© Copyright 2007 NetVision, Inc. All rights reserved. 
NetVision is a trademark of NetVision, Inc. All other company 
and product names may be trademarks or registered 
trademarks of their respective companies.
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